ANTI-MALWARE EXPERT

SYSTEM

Kyu-beom Hwang, Deok-young Jung
AhnLab Inc., 6" FI. CCMM Bldg, 12 Yeouido-dong,
Yeongdeungpo-gu, Seoul, 150-869, South Korea

Tel +82 2186 6000
Email {hwangkb, human}@ahnlab.com

ABSTRACT

The expert system is a useful approach for analysing malware
and other kinds of software. We have designed an
anti-malware expert system, called AMES, using our compiled
research results.

AMES (Ahnlab anti-Malware Expert System) incorporates
automatic static/dynamic analysis systems, malware and non
malware classification technology, and environmental analysis.

This system helps to minimize human error and false positive
detection.

Diverse approaches, like the technology of malware
auto-analysis systems, classification of malware and
static/dynamic analysis technology for malware, have been
tried by AV researchers. Inference malware from function-
signature and detecting behaviour patterns of malware are
some of the purposes of AMES. If a sample is malicious, then
AMES generates a detection signature automatically.

Of course, it is difficult to predict all malicious codes
automatically, but we get useful results using our malware
knowledge database.

The objective of AMES is to help analysts evaluate samples
and judge samples as malware variants or non-malware.
AMES uses classification technology and function similarity
in collaborative analysis technology.

ANTI-MALWARE EXPERT SYSTEM

An expert system can be defined as a computer program that
provides sufficient information
to help inexperienced people
make decisions.

The information required by
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analysis is required, as well as helping us extract safe
signatures.

This expert system is not a new breakthrough, but a practical
application of technological knowledge accumulated over
many years of anti-virus research.

The expert system has to learn a variety of techniques that
have been in use for many years. These are: emulation,
monitoring, honcypot, samplc processing, samplc
classification, static and dynamic analysis, heuristic detection,
sandboxing, and virtualization.

Three major tasks to be performed by the expert system are:

¢ Making decisions about malicious code and providing the
analytical evidence.

¢ Finding similarities with already known malicious code.

¢ Extracting signatures while avoiding false positive
detection.

Even though in practice there are many difficulties involved in
making decisions about malicious codes, we began by
detecting the replication processes of viruses and worms and
using sample classification techniques in the detection of
malicious codes. Yet we have to admit that this is not sufficient
to cope with the latest malicious codes that have much more
complex forms.

This started as a research project a few years ago, and we are
now increasing the project’s resources since the results have
proven highly valuable and turned out to be applicable in
practice. Despite its insufficient ability in making decisions,
the amount of information the system can hold is
incomparable to what a human can retain and, therefore, this
system yet has very high potential.

SAMPLE PROCESSING FLOWS

The malware expert system collects information from the
entire sample processing procedure, and provides accumulated
information to an analyst. Simplified flows of the sample
processing are as depicted in Figure 1.

The characteristics of a sample, i.e. its type, condition, and
importance, decide which steps should be taken and which
steps should be omitted.
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Figure 1: Simplified flows of sample processing.
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Figure 2: The processes can be categorized into five groups,
each containing various technical aspects.

Previously when we had less automated processes, the
procedure was much more complex. As we introduce more
automation tools and gather experience in this system, the
procedure is becoming simpler.

If the procedure is simplified, the processes can be
categorized into five groups, each containing various
technical aspects, as shown in Figure 2.

The procedure can be described as follows: when a sample is
received, sample identification is the first step taken, where
previous records are looked up and verified, various anti-virus
engines are used to check the sample, and information from
other companies is referenced. Next, sample analysis is
performed. If the sample is runtime packed, unpacking is
carried out prior to sample analysis.

When analysis is over, sample classification is performed
based on the analysis record. Finally, auto signature
generation generates a diagnostic signature and applies this to
the engine.

SAMPLE IDENTIFICATION

When a sample is obtained, it is passed to the AV Engine
Team. The sample is checked against previously identified
samples and checked using anti-virus products from other
companies. We made substantial progress in this step after we
published [1], and the improvements are in practical use.

In this process, files are checked for their size and hash value
(SHA-2 or MD5) stored in database and they are identified as
either normal, malicious or error, which prevents redundancy
in processing.

When a sample is identified as malicious by competitors’
anti-virus scanners, there is a high probability that the sample
is a malware variant. This information can be decisive when
we have to choose whether to advance through the next steps
or skip them and go straight to the automatic signature
generation.

Information provided by sample identification is depicted in
Figure 3. Information is given regarding the reporter, the
reason, and the previous record. It is also possible to track the
process status.

The role of AMES is to provide the maximum amount of
information by looking up the database, running multiple
anti-virus scanners and, when diagnosed as malicious,
collecting information from the web.

Diagnoses of competitors’ anti-virus scanners are always a
very important reference for our diagnosis.

PACKED SAMPLE PROCESSING

Samples nowadays are often runtime-packed or encrypted.
Therefore unpacking samples has become essential for
analysis and signature extraction. Many analysts are wasting
huge amounts of time on first finding out how samples are
packed and then unpacking them — and for analysts with less
experience this process is even harder and more
time-consuming.

The different processes used for detecting runtime-packed
samples and unpacking them can be classified into three
groups as depicted in Figure 4.

All known approaches are used for unpacking: algorithmic
unpacking engine, which is the most precise and effective
method usinga n anti-virus engine; emulating, which takes
more time but can handle complex algorithms; and general
unpacking, which runs samples on a controlled virtual
machine.

Since there are anti-emulating, anti-monitoring, and virtual
machine detect as for emulating, a packer detector has to
decide on a suitable emulating algorithm first. General
unpacking detects the timing of unpacking by monitoring the
unpacking and execution status under a virtual environment.

Packed sample detection

Various methods are used in the detection of a packed or
encrypted sample; utilization of algorithms in anti-virus
engines, utilization of tools such as PEiD, analysis of specific
portions of the sample and so on.
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Figure 4: The process of detecting runtime-packed samples




about 50-60% of the entire code and about 50% of the file




ADVFUNCS is capable of interpreting the P-Code of Visual

module, dynamic analysis utilizes monitoring methods in the

Ethereal are used as monitoring tools.




